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Threat Hunting: Use Cases

#84 Teams: Anti-Fraud Team Context: Credit cards

Use case Cards with future expiration dates still active.

Goal
Assess risks from cards with valid expiration dates in the future by searching for cards expiring beyond 
2025 that could still be used fraudulently.

Query expirationYear>=25 AND bin=123456

#85 Teams: Anti-Fraud Team Context: Credit cards

Use case Cards leaked prior to a specific incident.

Goal
Analyze cards leaked before an incident that occurred in January 2025 by searching for cards detected up 
to December 31, 2024, for a specific BIN.

Query detectionDate<=2024-12-31 AND bin=123456

#86 Teams: Anti-Fraud Team Context: Credit cards

Use case Cards compromised in big leaks. 

Goal
Identify compromised cards included in major, widely known breaches by searching for credit card numbers 
contained in large breach files.

Query fileName="History.txt"
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#87 Teams: Anti-Fraud Team Context: Credit cards

Use case Cards with CVV available for fraud.

Goal
Detect cards with CVV information available—making them more vulnerable to fraud—by filtering for 
records where the CVV field is present for a specific BIN.

Query cvv=* AND bin=123456



Threat Hunting: Use Cases

#88 Teams: Anti-Fraud Team Context: Credit cards

Use case Executive credit cards found in leaks.

Goal
Locate executives’ credit cards exposed in leaks by filtering across multiple cardholder names to identify 
cards possibly tied to executives or key individuals within the organization.

Busca holder=("John Doe" OR "Jane Doe" OR "Michael Scott")

#89 Teams: Blue Team, Anti-Fraud Team Context: Ads & Paid Search

Use case Ads impersonating the brand but not redirecting to the official site.

Goal
Search for Meta-sponsored ads impersonating the brand that do not redirect to the company’s official 
website. Such cases can serve as phishing vectors.

Query impersonatedBrandsHigh=  AND NOT adFinalUrl=* *{{company}} {{company.com.br}}

#91 Teams: Blue Team, Anti-Fraud Team Context: Ads & Paid Search

Use case Common ad templates.

Goal
Identify ads using the same template (collation). This information can help uncover fraudster patterns and 
campaign replication strategies.

Query collationId=12312437816347236

#90 Teams: Blue Team, Anti-Fraud Team Context: Ads & Paid Search

Use case Profile IDs creating large volumes of fraudulent ads.

Goal
Investigate and gather evidence on profiles spreading large numbers of fraudulent ads. Often these profiles 
avoid using the company logo, making detection and removal more difficult.

Query metaProfileId=12312437816347236
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Threat Hunting: Use Cases

#92 Teams: Blue Team, Anti-Fraud Team Context: Ads & Paid Search

Use case Common profile names in fraud campaigns.

Goal
Investigate suspicious profiles with common or fake-sounding names that may be creating large volumes of 
fraudulent ads.

Query metaProfileName=" "{{Profile Name}}

#93 Teams: Blue Team, Anti-Fraud Team Context: Ads & Paid Search

Use case Brand color scheme in fraudulent ads.

Goal
Search for ads using the brand’s color scheme. Even when fraudsters avoid logos, they often replicate the 
brand’s visual identity through colors to attract victims.

Query predominantColorHex=#FE3131

#94 Teams: Blue Team, Anti-Fraud Team Context: Ads & Paid Search

Use case Use of the brand name in ad descriptions.

Goal
Search for occurrences of the brand name or specific phrases frequently used by the brand, such as 
slogans, within ad descriptions.

Query adDescription={{companyName}}
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#95 Teams: Blue Team, Anti-Fraud Team Context: URLs & Domínios

Use case Pages using the company’s favicon.

Goal
Search for pages that use the company’s favicon, either by filename or by hash, to identify fraudulent 
domains visually mimicking the brand.

Query
resourceFilename="nficon2016.ico"  

resourceHash=29dd20bc4b9b45bb7e0898e27af633320c9ae2b3e89d933f7aa6522ba238f171



Threat Hunting: Use Cases

Top Search #96 Teams: Blue Team, Anti-Fraud Team Context: URLs & Domínios

Use case Text in HTML.

Goal
Search for text within the HTML source—for example, phrases commonly used by the brand on its official 
site, as well as unique identifiers such as tax IDs, phone numbers, or addresses.

Query htmlContent:"exclusive"

#97 Teams: Blue Team, Anti-Fraud Team Context: URLs & Domínios

Use case Files containing the brand name.

Goal
Search for filenames such as company_logo.png to identify pages reusing the same artifacts as the official 
site.

Query resourceFilename=* *{{company}}

#98 Teams: Blue Team, Anti-Fraud Team Context: URLs & Domínios

Use case Font used in a phishing kit.

Goal Search for a specific font file commonly used in a phishing kit to detect fraudulent pages.

Query resourceFilename="memvYaGs126MiZpBA-UvWbX2vVnXBbObj2OVTS-mu0SC55I.woff2"
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Threat Hunting: Use Cases

Top Search 99 Teams: Blue Team, Anti-Fraud Team Context: URLs & Domínios

Use case Image descriptions from screenshots.

Goal Search for screenshot image descriptions, using elements such as “holding a credit card.”

Busca imageDescription="holding a credit card"

#100 Teams: Blue Team, Anti-Fraud Team Context: URLs & Domínios

Use case No open ports.

Goal Search for recently created domains that do not yet have ports 80 or 443 open.

Query domainCreationDate>=2025-08-01 AND NOT _exists_:ports AND reference= ~1{{company}}

#101 Teams: Blue Team, Anti-Fraud Team Context: URLs & Domínios

Use case Terms in final redirect URLs.

Goal
Search for specific terms commonly found in phishing kits that appear only in the final redirect URLs, such 
as produto or checkout.

Query impersonatedBrandsHigh=  AND (redirectedTo=product OR redirectedTo=checkout){{company}}
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Stats InvestigationsThreat Hunting

Credits 76 100

Threat Hunting

Type here or use the examples belowAds & Paid Search

For compliance reasons, searches are stored and may be monitored by Axur.

Query tips AI Query Builder

Search for impersonated brands and levels

impersonatedBrandsHigh="Ormus"

impersonatedBrandsMedium="Ormus"

impersonatedBrandsLow="Ormus"

Search for company logos

companyLogo="ormus"

Search for content type

contentType="login page"

Search for detection date

detectionDate>YYYY-MM-DD

detectionDate<YYYY-MM-DD

detectionDate<=YYYY-MM-DD

Search by reference

reference="https://sites.google.com 
/view/ormuspay/home"

domain="google.com"

host="sites.google.com"

subdomain="sites"

tld="com"

Search for domain creation date

domainCreationDate>YYYY-MM-DD

Search for domain expiration date

domainExpirationDate>YYYY-MM-DD

Search for A record

dnsRecordValue="18.230.60.132"

Ads & Paid Search

Credentials

Credit Cards

URLs & Domains

Gain access to one of the world’s 
largest malicious data repositories.

GET A DEMO

Discover all our solutions: axur.com
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Discover Threat Hunting

The 101 Threat Hunting use cases from Axur show that external threat detection is 
not a one-time task, but an ongoing practice to reduce risk across multiple areas of 
the organization.



Each use case highlights how credentials, digital assets, and exposed information 
can be exploited in different ways—and how anticipation changes the game in 
response. The key takeaway is clear: the more visibility you have into what 
circulates outside your systems, the stronger your ability to protect your business 
effectively.

https://www.axur.com/en-us/contact/?utm_source=ebook&utm_medium=REPORTS &utm_campaign=threathunting &utm_content=cta-contato



