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VPN systems, externally accessible
dashboards, and web applications are
frequent targets for credential-based
attacks because they're exposed to

the internet. External Attack Surface
Management (EASM) helps maintain

an up-to-date inventory of these assets—
supporting both identity management
and vulnerability management efforts.

Applying the principle of least privilege helps
reduce the impact of a credential leak by limiting
the attacker’s access within corporate systems.
However, many work activities still require some
level of privilege—meaning that even limited
access can have serious consequences.

Whenever possible, least privilege should be
extended with a zero trust approach. In this
model, users must re-authenticate before
performing sensitive actions—using mechanisms
like just-in-time access or access session
monitoring.
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Manage the Identity
Lifecycle

Some of the most vulnerable credentials are those
left out of the identity management process. This
often happens when outdated identities are never
deactivated or stripped of their permissions. Because
they’re obsolete, these credentials tend to remain
static and valid for long periods—potentially exposing
data they weren’t originally meant to access.

That's why it’s critical to manage credentials
throughout their full lifecycle. When necessary,
corporate credentials should be sanitized—removing
any that are no longer needed.

Use Phishing-Resistant
MFA

While infostealers can bypass certain MFA
implementations, multi-factor authentication still plays
an important role in protecting identities—especially

in phishing scenarios. For this reason, your MFA solution
should be phishing-resistant. That means avoiding
one-time passwords (OTP) generated by apps or sent
via SMS—the latter being the least recommended
method. Since OTPs can be easily handed over by
users in a phishing attack, they’re inherently more
vulnerable.

FIDO keys and physical security tokens are considered
T stronger options, but they can involve technical and
HE ; financial constraints. App-based push authorization
is a viable alternative, but it should be paired with
employee awareness around MFA fatigue and push
. bombing attacks.
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