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What Can (or Cannot) Be Taken Down in a Deepfake Fraud Case

Fraud Element Used Domain Takedown Possible? 

Email impersonating an 
executive using a domain 
similar to the official one

Corporate  ✓ Yes  
The domain can be removed

Fake profile using the 
executive's name and photo 

on LinkedIn or Instagram

Personal 

(internal impact)

 ✓ Yes  
The profile can be removed

Fake page with the 
company’s branding (logos, 

colors, trade name)
Corporate

 ✓ Yes  
It can be removed for 
trademark violation

Deepfake video of an 
executive promoting a fake 
investment using the brand

Both
 ✓ Yes  

 Removable from platforms 
and ads

Image or video showing an 
intimate scene shared 

without consent, whether 
authentic or fake

Both

 ✓ Yes  
 Under the Take It Down Act, 
it must be removed within  
48 hours starting in 2026

Deepfake video of an 
executive without brand use 

but realistic appearance
Personal  ✓ Yes  

Removable

Video on a foreign platform 
simulating a generic 

executive, without brand use
Both

✗ No  
Difficult to remove without 

explicit violation

Fake domain simulating an 
official subdomain (e.g., 

finance.yourcompany.online)
Corporate

 ✓ Yes  
Removable based on brand 

abuse

Cloned audio of an executive 
sent via messaging apps

Personal 

(internal impact)

⚠  Not directly 
Difficult to track or remove

Fake video shared in private 
groups (WhatsApp, Telegram, 

etc.)
Both

⚠  Not directly 
But channels can be 

monitored and investigated

Fake post simulating an 
official statement signed by 

an executive
Corporate

 ✓ Yes 

Removable for image and 

brand violation



The  enables large-scale identification and 
takedown requests, supporting different types of assets and 
channels.



In scenarios where response speed is critical — such as a fraud 
campaign using the CEO’s image circulating through a fake profile 
— reaction time can be the decisive factor between containing 
an incident and allowing it to escalate.



For security teams, this capability means not only faster 
response but also a stronger integration point with other areas of 
the company, expanding visibility and coordination during high-
impact external incidents.

Axur platform

Solved! Takedown in 40 minutes!

Tickets like this are usually removed in about 1 hour.
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Events history

Solved! Internal treatment finished.
05/11/2022 at 10:50 AM

Takedown requested
05/11/2022 at 10:16 AM

Threat detected
05/11/2022 at 10:15 AM
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Conclusion

As we've seen throughout this material, the attack surface is no longer limited  
to systems. It now extends to the institutional identity and public presence of 
organizational leaders — which, when manipulated, can become tools for scams 
with the potential to cause financial losses, reputational crises, and strategic 
impacts.



The trend is that these attacks will become even more convincing. 
Real-time voice cloning technologies, interactive avatars, and the integration  
of deepfakes with large language models (LLMs) are already making it possible  
to create synthetic executives capable of personalized, adaptive interactions  
with victims. 


The scalability of these attacks will increasingly demand a coordinated  
response between security, legal, communications, and governance teams. 


The Axur platform was developed to support companies in this new landscape. 
We automate the detection of external threats, the monitoring of fake profiles, 
and the execution of takedowns at scale, offering visibility and agility to contain 
fraud involving executive identities and brand reputation. If your company  
is already dealing with incidents of this kind — or wants to prepare to face  
them with confidence — we are ready to support your defense strategy.

Discover Our Solution for 
Executives and VIPs

discover more
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